
Towards the Re-identification of Indi viduals in Data Files
with Non-commonVariables

VicençTorra
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Abstract. Recordlinkageis usedto establishrelationshipsbetween
recordsof two differentdatafiles.In thiswork, recordlinkageisstud-
ied for files thatcorrespondto thesamesetof individualsbut thatdo
not sharea commonsetof variables.Underthis circumstance,clas-
sical techniquescannot beapplied.We presentanapproachto this
problembasedon clusteringtechniquesandknowledgeintegration
ones.In this way, commonunderlyingstructuresin bothfiles canbe
detectedandre-identificationis possible.This approachis basedon
somebasicassumptionsthataremadeexplicit in this work.

1 INTR ODUCTION

Themain taskof NationalStatisticalOffices(NSO) is to collect in-
formation from individuals andorganizationsand disseminatethis
informationfor researchers,mediaandgeneralpublic.Thedissemi-
nationof theinformationis sometimesproblematicdueto disclosure
risk. Disclosurerisk is definedastherisk of re-identificationof par-
ticular individuals.This is, somesensitive andconfidentialdatathat
havebeenreleasedareafterwardsidentifiedwith aparticularindivid-
ual and,thus,confidentialityis lost. To avoid re-identification,data
is distortedbeforeits release.In this way, disclosurerisk decreases.
However, datahasto maintain[1] the so-calledanalyticalvalidity,
this is, dataafterbeingdistortedhasto reproducethestatisticalanal-
ysisthatcanbeproducedwith theoriginal confidentialdata.

Datadistortionis measuredwith informationlossmeasures.Note
thata largedistortionimpliesthatanalyticalvalidity is lost,andthus
implicit informationin the initial datais alsolost. Moreover, when
datadistortionincreases,disclosurerisk decreases.So,asreportedin
[2] boththeinformationlossandthedisclosurerisk associatedto the
releaseddatashouldbekeptsmall.

Amongtheexistingre-identificationmethods,weunderlinerecord
linkage.Recordlinkage[3] is usedto link recordsin separatefiles
that relateto the sameindividual or household.Thesemethods[4],
[1], [3] arebasedon the presenceof a setof commonvariablesin
both files. The main difficulty that faceall thesemethodsis that a
matchingprocedureamongpairsof recordsis not alwaysenoughto
establishthelink betweentherecords.As [1] pointsout,”the normal
situationin recordlinkageis that identifiersin pairsof recordsthat
aretruly matchesdisagreeby smallor largeamountsandthatdiffer-
entcombinationsof thenon-unique,error-filled identifiersneedto be
usedin correctlymatchingdifferentpairsof records”.

Recordlinkage,asa methodfor re-identificationof individualsin
datafiles,is athreatfor NSO.It candisclosuresensibledatawhenre-
leasedrecordsarelinkedwith public information.However, besides
of beinga threat,it is alsoa solutionfor someof theproblemsthat
�
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facecompaniesandorganizations.In particular, organizationsoften
have non-homogeneousdistributeddatabases.For example,infor-
mationon customersandsuppliersis often distributedover several
departments;datais storedin differentplatforms;datais not stan-
dardized(e.g.namesandaddresseshavebeenwritten,andsometimes
shortened,usingdifferentconventions).Underthesecircumstances,
theresultof a querycanbe incorrect(or inconsistentwith previous
results)asdatabasesarenot completeandthey do not satisfyentity
integrity. In this environment,recordlinkagetechniquesareapplied
to palliatetheinconsistency of databases.They link recordsthatbe-
long to differentfiles (or databases)correspondingto a singleentity.

Recentdevelopmentsin thisareaaredescribedin [1], [3], [5], [6].
The latter work comparessomeof the existing methods.Usually
thesekind of systems(e.g. Integrity [7]) useStatisticalandArtifi-
cial Intelligencemethodsto determinethematchingbetweenrecords
andto extract a uniqueidentifier (or a setof variablesactingasan
identifier). Although most of the methodsconsiderthe casewhen
filesshareasetof commonvariables,othersituationsareof interest.
In particular, we areinterestedin thecaseof noncommonvariables
(but still sharingindividuals).This is of relevancewhenconsidering
datafiles with similar information(e.g. economicalvariables)from
consecutive time periods(e.g.two differentyears)concerningto al-
mostthesameindividuals(e. g. thecompaniesof a certainregion).
In thiscase,althoughthevariablesarenot thesame,re-identification
andrecordlinkage is possibleaswe show in this work. Although,
at present,no mucheffort hasbeendevotedto this researchsubject,
it is a subjectof interestto both areasof statisticalofficesanddata
mining.The latterbecausethemethodscanbeappliedto bring into
light relationshipsbetweenindividualsthatotherwisewould remain
implicit in thefiles.

Re-identificationcanbeanalyzedfrom theperspective of knowl-
edgeelicitationfrom groupsof expertsasin [8] or [9]. In thesetwo
works,a commonconceptualstructureis built from theinformation
suppliedby the groupof expertsandthis commonstructureshould
correspondto theonesobtainedfrom theexperts.In ourapproachto
re-identification,we assumethat this commonstructurehasto exist
in order to establishthe link betweenthe individuals in both files.
Besidesof this relationbetweenbothareas,alsotheinitial informa-
tion in bothproblemsis similar:recordscorrespondingto objectsand
evaluatedaccordingto a setof variables.

Following the terminologyin [9] for knowledgeelicitation from
groups,four casesareof considerationaccordingto thecoincidence
or non-coincidenceof variables(distinctionsin [9] work) andtermi-
nology (the domainof the variables,i. e. the termsusedto evalu-
ate the individuals): Consensus,correspondence,conflict and con-
trast. Classicalrecord linkage is placedin the caseof consensus
(equal variablesand terminology) or correspondence(equal vari-



ablesbut different terminology)althoughthe latter is only allowed
for small differenceson terminology(small inconsistenciesamong
names,missingvaluesandthe like). However, basedon this classi-
ficationothertypesof recordlinkageareadvisable:Correspondence
whenthedegreeof non-coincidenceontheterminologyisnot limited
to small variationsof names(e. g. completelydifferent terms,due,
for example,to theuseof differentgranularities),contrast(different
variablesanddifferentterminology)andconflict (differentvariables
but with equalterminology).

We studyherethecaseof contrast.This is, whenthereis no coin-
cidenceneitheron thevariablesnoron theterminology. However, to
do so,we assumethata commonunderlyingstructureexists in both
files. This is a basicassumptionin our approach.Reconsideringthe
casegivenabove (economicalvariablesof companiesin two differ-
entyears),thismeansthat,for example,whencompaniesaresimilar
in relationto someeconomicindicesfor thefirst year, thenthey are
alsosimilar in relationto theonesfor thesecondyear.

In this work, we review in Section2 someresultsneededin the
restof thepaper. In Section3 we presentthebasicassumptionswe
requirefor re-identificationanda methodfor re-identificationbased
on clusteringtechniques.Section4 show theresultsof our approach
for anexample.Thepaperfinishes,Section5, with someconclusions
andfuturework.

2 PRELIMIN ARIES

In this sectionwe review someof the theoreticalresultsthatbelong
to the areaof aggregationof equivalencerelations.Equivalencere-
lationsareof interesthereasa way to expressrelationshipbetween
objects(they areequivalentto partitionof objects).Moreover, clus-
teringtechniquespermitsto obtainpartitionsfrom setsof objects.

Definition 1 A binary relation � on a set � is an equivalencerela-
tion if andonly if, for all �����	��
 in � the following conditionshold:
(i) reflexivity: ���
������� ; (ii) simmetry: ���
������� implies ���
�	����� ; (iii)
transitivity: ���
������� and ���
����
�� implies ���
����
�� .
Definition 2 An aggregation function � over equivalencerelations
on � is a functionthat givenn equivalencerelations � � ������������� de-
finesa new equivalencerelation on � . We denotethe aggregated
relationby: ����� � ����������� � � .

Although it is usualto addsomerestrictive conditions(e. g. una-
nimity: when � ��� � � � ����� � � � � � then �!��� � �����"����� � � � � )
to definewhat an aggregationfunction is (see[10] for examplesin
theordinalcase),wedonot follow thisapproachhere.All conditions
areestablishedin thenext Theorem.

Definition 3 Let � � ���"������� � berelationson � , thenan aggregation
function � is a conjunctiveaggregation function if there exists a
nonemptysubset# of $&%������"�('*) such that
���
�+�,��� if andonly if ��-��
������� for every .�/0#
being � � ����� � ����������� � � .

Definition 4 An aggregation function is said to be consistentif it
satisfiesthefollowing two conditions:

1. For all �����1/2� andall n-tuples ��� � �����"�����3�4� and ���35 � �������"���35� �
of equivalencerelationson � ,
if � - �
������� if andonly if � 5- �
���,��� for . � %������"���(' ,
then ���
������� if andonly if ��56�
�������
being � � �!���7%8�&�����"���3'*� and ��5 � �!���359%8������������5"'*�

2. For all ������/:� andall ��� � �������������4� ,
if � - �
������� for . � %8���������(' then ���
���,��� , and
if not � - �
������� for . � %8���������(' thennot ���
������� .
being, asbefore, � � ����� � �������"���3�4� .
Thefirst conditionin theabovedefinitionis theso-calledindepen-

dencecondition.It meansthattheaggregatedrelationvaluebetween
� and � doesonly dependon the relationsbetweenthesetwo ele-
ments.Thisis equivalentto saythattheaggregationcanbecomputed
over pairs.This is, thereexistsa function ; suchthat:

���
������� � ;<��� � �
�������9�=�"���������>�
���������
The secondcondition is unanimity over pairs.This is, whenall

equivalencerelationsrelate � and � the aggregatedonealso relate
them.On the otherhand,whenall equivalencerelationssaythat �
and � arenot related,theaggregatedrelationdoesnot relatethem.

Theorem1 [11]. When� hasat leastthreeelements,thesetof con-
sistentaggregators equalsthe setof conjunctiveaggregation func-
tions.

This theoremimplies that selectinga subset# of $&%������"���('*) the
aggregationfunctionis determined.Moreover, as[11] reports,it says
thatall . not in # areirrelevantto theaggregateclassificationwhile
every .�/0# is essentialandequallyweighted.

3 ON THE RE-IDENTIFICA TION PROCESS

As told in the first Section,to allow for re-identificationwhen no
commonvariablesexist, somebasicassumptionshave to be made.
Wesummarizethemasfollows:

Hypothesis1 A large setof commonindividualsis shared by both
files.

Hypothesis2 Data in both files contain, implicitly, similar struc-
tural information.

Structuralinformation(of datafiles) standsin our caseto any or-
ganizationof thedatathatallowsusto makeexplicit therelationship
betweenindividuals.Thisstructuralinformationis obtainedfrom the
data files through manipulationof the data in the file (e.g. using
clusteringtechniquesor any otherdataanalysisor datamining tech-
nique).Thecomparisonof thestructuralinformationimplicit in both
files is whatallows thesystemto link two recordsthatcorrespondto
thesameindividual.

In ourapproachthestructuralinformationis assumedto berepre-
sentedbymeansof partitions.Partitionsobtainedfrom databymeans
of clusteringtechniquesmake implicit therelationbetweenindivid-
ualsaccordingto the variablesthat describethem.Commonparti-
tions in bothfiles correspondto thecommonstructuralinformation.
Weusepartitionsinsteadof othermoresophisticatedstructures(like
dendrograms)alsoobtainablefrom clustermethodsbecausethefor-
merarelesssensitive to changesin thedata.Therefore,they canled
to betterresults.Resultson consensusof classifications[12] support
thisapproach.

Hypothesis3 Structural informationcanbeexpressedby meansof
partitions.



Althoughthemaininterestof ourresearchis to re-identifyindivid-
uals,theapproachdescribedbelow is not directly focusedon there-
identificationof particularindividuals.Instead,we try to re-identify
groupsof them.Weconsidera two stagesapproach.Ona first stage,
groupsof individualarere-identifiedandafterthat,in asecondstage,
individualsareidentifiedwith a detailedanalysisof thedata.Dueto
this, we usethe terminologyof re-identificationat the group level
andat the individual level. This work is limited to group level re-
identification.

3.1 Identification at the group level

In thegrouplevel, generalstructuralinformationis identifiedin both
files by meansof clusteringtechniques.Moreover, asdifferentclus-
tering techniquesidentify different relationshipsbetweenthe indi-
viduals,severalonesareapplied(differentonesor thesameonesbut
changingparameters)to bothfiles.In thisway, weobtainfor eachfile
andeachtechniquea partitionof theindividuals.This initial process
is formalizedbelow consideringthatdatafiles arenamed� and ? ,
andasusual,filesaredefinedby asetof recordsthatassignvaluesto
variables.We assumethat thefile with known individualsis thefile
? .

Table 1. Partitionsobtainedfrom file @ with clusteringtechniquesA�BDCFEFBDC ��G(HIHIG BDC�J�KLDMONQP @ BDC � BDC � BDC J
RTS� U S ��V � U S � V � ... U SJ V �
... ... ... ...R SW�X S>Y U S ��V W�X S>Y U S � V W�X S>Y ... U SJ V W8X S>Y

Table 2. Partitionsobtainedfrom file Z with clusteringtechniquesBDCFEFA�BDC � G(HIHIG BDC J KLDMONQP Z BDC � BDC � BDC J
R4[� U [ ��V � U [� V � ... U [J V �
... ... ... ...R4[W�X [ Y U [ ��V W8X [ Y U [� V W�X [ Y ... U [J V W�X [ Y

Let \ S � $	� � �����"����� � X S>Y ) and \ [ � $]� � ����������� � X [ Y ) be the
setof variablesof datafiles � and ? , respectively. The numberof
variables( '^��� � and '^��?�� ), and the variablesthemselves are not
neededto be the samein both files. Let _ S � $	_ S � �����"����_ S`3X S>Y )
and _ [ � $	_ [� �=�"������_ [`aX [ Y ) be the objectsin both files. As with
thenumberof variables,wedonotrequirethatthenumberof objects
( bc����� and bc��?�� ) arethesame.Althoughaccordingto Hypothesis
1 a large numberof individuals is sharedin both files, it is neither
known which are the commonindividuals nor are they identified.
Therefore,at this point,differentnamesapplyto them.

To eachfile we apply a seriesof clusteringprocess.This is, we
considera setof d differentclusteringmethods(or thesamecluster-
ing methodwith different parameters)andwe apply eachof them
to eachfile. Each method leads to a partition of the domain (a
set of classes).Let e f � $�e f � ���������9e f J ) be the set of cluster-
ing techniquesconsidered,let e - V S � $�e - V S V � ���������9e - V S V ��g X - Y ) and
eD- V [ � $	eD- V [ V � ���������9e - V [ V ��g X - Y ) be the clustersobtainedwhenthe
clusteringtechniquee fh- is appliedto files � and ? , respectively.
Here, e - V S V i and e - V [ V i correspondto the j -th clusterobtainedby
the clusteringtechniquee f - whenappliedto datafiles � and ? .
For the sake of simplicity, eD- V S V i and eD- V [ V i aresubsetsof the ob-
jectsin thefile � and ? . This is, e - V S V ilk _ S and e - V [ V i0k _ [ .

Note thatwe have assumedthat thenumberof clustersof a cluster-
ing techniquee f - is thesamewhenappliedto bothdatafiles '+
8�
.m� .
This is soto beableto identify theclusterscorrespondingto onefile
with the onesin the otherfile sharingthe sameobjects.Moreover,
for several clusteringalgorithms(e.g.Fuzzyc-meansand the ones
usedin this work) the numberof clustersto be obtainedis oneof
theparametersof thesystemand,thus,this is not a restrictionof the
methods.e fh-���_n� denotestheclusterto which object _ belongs(as
the object belongsto a single file, it is completelydeterminedthe
domainof e f - ��_n� ).

Onceall partitionshave beenobtainedfor eache f - , we build the
structuralinformation for eachfile. This information is a partition
(accordingto hypothesis3) andit shouldsynthesizethecommonin-
formationextractedby all e f - . Dueto this,wecombineall partitions
e - V S and e - V [ by meansof an aggregation function. In particular,
andaccordingto Theorem1 in Section1 (that statesthat the only
consistentaggregation functionsare conjunctive ones),we usethe
conjunctionof all partitions.Thus,thestructuralinformationof afile
is definedastheintersectionof all partitionsobtainedby thecluster-
ing methodsin e f . Let o����7��e fn� and o���?p��e fn� bethestructural
informationof files � and ? . They aredefinedasfollows:

o����n�(e fn� � $�q - V i e - V S V i )

o���?r��e fn� � $	q - V i e - V [ V i )
We will denotetheelementsin o����n�(e fn� and o���?r��e fn� asfol-

lows:
o����n�(e fn� � $]s S � �������"�(s SW8X S>Y ) , o���?p�(e fn� � $�s [� �������"��s [W�X [ Y ) .
Fromtheabove definitionthenext propositionfollows:

Proposition1 If o����7��e fn� � $]s S� ���������(s SW8X StY ) and o���?p��e fn� �
$�s [� �������"�(s [W8X [ Y ) asdefinedabove, thenthey arepartitionsof _ S and
_ [ .

Proposition2 Thefollowing twoconditionshold for o����7�(e fn� : (i)
all objectsin thesamepartition elements are clusteredtogetherin
all partitions eD- V S ; (ii) two individuals in two different clusters s�-
and s i are, at least for a clusteringmethod,clustered in different
partitions.Thesameappliesfor o���?p��e fn� .

For eachs S- and s [- , we denoteby e f - �
s Si � � 
 S- V i theclassto
which all the objectsin s Si belong.Tables1 and2 put togetherall
this notation.Dueto thedefinitionof o , all objectsin s Si belongto
the sameclassesfor all the methods.The sameconditionsapply to
thedatafile ? . This is,

for all u S /0s Si andfor all .!/:$&%����"������d�)v�9e f - �
u S � � e f - �
s Si �
for all u [ /ls [i andfor all .!/:$&%����"������d�)v�9e fh-��
u [ � � e f*-��
s [i �
To put both files into correspondence,we needto associatefor

eachclusterin onedatafile a clusterin the otherone.However, as
associationhasto bemadeclusterto cluster, amappingfor eachclus-
tering techniqueis needed.Therefore,we considerfor each eD- V S a
function w - that assignsa clusterin e - V [ to eachof the clustersin
e - V S . I.e., w -:x e - V Szy e - V [ for all .:/{$v%8����������d�) . Thesefunc-
tions have to be definedso that when appliedto Table 1 return a
table that is as similar as possibleto Table 2. We definesimilar-
ity betweentableson the row basis:a row in the first table (e.g.
the one of the s S- ) should be similar to one of the rows in the
secondtable. This is, it should exist a s [| in o���?r�(e fn� similar
to w*�
s S- � � �6w � �

 S- V � �9���������9w J �

 S- V J ��� for all . . Other definitions of



similarity could apply; however, as the goal is to re-identify clus-
tersand,in particular, elementsin o����n�(e fn� with otherelementsin
o���?r�(e fn� from ourpointof view s}/~o seemto bethebasicunits.

Basedon this assumption,we have usedthe following similarity
function � x4� eD- V [2� ����� � eD- V [^� � y�� .
�D�
� � �
� � �(���	�������"�(� J �9��� � �
� � ���v�	�������"�(� J ��� ����� - �
� - ��� - � ,
where� - �
� - ��� - � � % if � - � � - , and � otherwise.
To finishtheformalizationof there-identificationprocessweneed

the group level re-identificationfunction (i. e., the one that relates
thei-th partitionof o����7��e fn� with thek-th partitionof o���?r�(e fn� ).
We call this function b andtakes the form: b x $&%������"�����h�����() y
$&%����"�������h��?��() .

Puttingall this together, thegrouplevel re-identificationproblem
canbeformulatedin thefollowing way:

The group level re-identification problem: Find functions w �
�6w � �=�"�����9w J � and b such that the � -Q� ��V J �D�6w*�
s S- �9��s [`3X - Y � is maxi-
mized.

In relationto this formulation,thefollowing remarksareof inter-
est:

1. Theassumptionthatthefile with known recordsis ? is presenton
there-identificationfunction b thatis from clustersin � into the
onesin ? andonthesimilarity functionthatis computedcompar-
ing partitionsin ? .

2. Restrictionsover w	- can apply. In particular, we can consider
that: �6w - �6e - V S V � �9�������"�9w - �6e - V S V �	g X - Y ��� is apermutationof thevector
�6e - V [ V � �����"���9e - V [ V ��g X - Y � .

3. �h����� canbedifferentto �h��?�� . Therefore,b is not alwaysa one-
to-onefunction.

4. When the numberof clusteringmethodsincreases(larger sets
e f ), the number of elementsin o����7��e fn� and o���?r��e fn�
tend to be the numberof elementsin the files. Therefore,re-
identificationtendto beat theindividual level.

5. The formulationof the problemallows the userto consideralso
commonvariables,specially, with differentterminology(i.e.,cor-
respondence).

4 RESULTS

In the following we show the feasibility of theapproach,analyzing
a smallartificial problem.Theexample,thatusespublicly available
data,detailsall thestepsdescribedin theprevioussection.

Example1 To test the methodology with a well-knownand public
data file, we haveconsidered the ionosphere data basein the UCL
repository[13]. Thisexampleconsistsof a setof 351examples(pos-
itive and negativeexamples)each definedin termsof 34 numerical
variables.

To usethis data for re-identification,two alternativeswere pos-
sible: re-identificationof the examplesand re-identificationof the
variables.In the first alternative, the original file would be split so
thatall exampleswere presentin bothfiles,but onlyhalf of thevari-
ableswould be presentin each file. In the secondalternative, the
original file wouldbesplit sothat all variableswere presentin both
files but, instead,only half of the examples.We havefollowed the
latter approach becauseit is not sure that half of thevariableshave
enoughinformationabouttheexamplesto allow for re-identification.
Instead,two randomlychosensubsetsof about175examplesshould
giveenoughinformationaboutthestructure of thevariables.In fact,
subsetsof theseexamplesare usuallyusedin machinelearning[14].
They assumethat subsetshavestill enoughinformationon thevari-

ables.In otherwords, this approach wasusedbecausewe assumed
more redundancyin theexamplesthanin thevariables.

To applythemethoddescribedabove, wehaveconsideredan ini-
tial normalizationstep.It consistedon thenormalizationof thedo-
main of the variablesand it wasappliedbefore the file wasparti-
tioned(usualnormalizationin the � ����% � interval wasapplied: � 5 �
�
� �1bl.6't�����
b~��� �1b~.�'t��� . Then,thesetof exampleswasrandomly
dividedinto two sets.Onesetresultedwith 170 and the other with
181examples.

Table 3. Partitions ���O@ G BDC�� , two grouplevel identification� � and � � ,
andthecorrespondingpartitions

BDC - � R Si � . In thelastsix columns,��� andU(U correspondto theclassificationcriteriaandstandfor Arithmeticaverage
andCentroidclustering;� , � and � referto similarity functionsbased,

respectively, onManhattandistance,DifferencesandTaxonomicdistance.In
this table U(� V � standfor U � V S V � .

� � � � aa,m aa,d aa,t cc,m cc,d cc,t� S � 1 1 U ��V � U � V � U(  V � U �=V � U�¡ V   U(¢ V  � S� 2 2 U ��V � U � V � U(  V � U �=V � U�¡ V   U(¢ V ¡� S� 3 3 U ��V � U � V � U(  V U �=V � U�¡ V ¢ U(¢ V �� S¡ 4 4 U ��V � U � V � U(  V � U �=V   U�¡ V ¢ U(¢ V �� S¢ � S£ 6 6 U ��V � U � V � U(  V � U �=V � U�¡ V � U(¢ V �� S¤ � S¥ 5 5 U ��V � U � V � U(  V � U �=V   U�¡ V � U(¢ V �� S �6¦ 10 10 U ��V � U � V � U(  V � U �=V � U�¡ V   U(¢ V �� S  � S ��� 7 7 U ��V � U � V � U(  V � U �=V   U�¡ V   U(¢ V �� S �6� 10 10 U ��V � U � V � U(  V � U �=V � U�¡ V ¡ U(¢ V �� S � ¡ 14 14 U ��V � U � V � U(  V � U �=V   U�¡ V ¡ U(¢ V �� S � � � S � ¢ 11 11 U ��V � U � V � U(  V � U �=V � U�¡ V � U(¢ V �� S �6£ 16 13 U ��V   U � V � U(  V � U �=V � U�¡ V � U(¢ V �� S �6¥ 17 21 U ��V � U � V � U   V � U �=V   U ¡ V � U ¢ V �� S� ¦ 15 13 U ��V   U � V � U   V � U �=V � U ¡ V � U ¢ V �� S� � 21 21 U ��V � U � V � U   V � U �=V   U ¡ V   U ¢ V �� S��� � S� � 18 18 U ��V   U � V � U   V � U �=V � U ¡ V � U ¢ V �� S� ¡ 20 21 U ��V � U � V � U   V � U �=V   U ¡ V � U ¢ V �� S �   � S � ¤� S�   � S� ¤ 19 17 U ��V � U � V � U   V � U �=V   U ¡ V � U ¢ V �� S� £ 22 22 U ��V   U � V   U   V � U �=V � U ¡ V ¢ U ¢ V �� S� ¥ � S  � 19 19 U ��V � U � V   U   V � U �=V   U ¡ V � U ¢ V �� S� ¢ � S  ¦� S  � 22 22 U ��V   U � V   U(  V � U �=V � U�¡ V � U(¢ V �� S �  21 21 U ��V � U � V   U(  V � U �=V   U�¡ V ¢ U(¢ V �� S  � 22 22 U ��V   U � V   U(  V � U �=V � U�¡ V ¤ U(¢ V �� S (¡ 23 23 U ��V � U � V   U(  V   U �=V � U�¡ V � U(¢ V �

The next step was to obtain the partitions as in Tables 1 and
2. To do so, six classification techniqueswere applied to both
files. Each technique led to a dendrogram, and for each dendro-
gram a partition was obtained.Dendrograms were obtainedus-
ing SAHN[15] methods(i.e., sequential,agglomerative, hierarchic,
non-overlappingmethods).Differentselectionof similarity functions
(functionsto computesimilarities betweenobjects/classes)and of
classificationcriteria (how to compute, from alreadyknownsimi-
larities, thesimilarity betweena new classandthepreviousexisting
ones)were applied.Threesimilarity functionswere used(basedon
Manhattandistance, DifferencesandTaxonomicdistance)combined
with twoclassificationcriteria (Arithmeticaverage, centroid cluster-
ing). The definitionof thesefunctionsand their propertiesare de-
tailed in [15]. Oncethepartitionswerebuild for thesixmethods,the
partitions o����n�(e fn� and o���?r�(e fn� were built. Theselatter parti-
tions together with the partitions obtainedby the six classification
methodsare givenin Tables3 and4.

With all this information,wehavesolvedthemaximizationprob-
lem formalizedabove. Two solutionsare given.One restricting w -
to bea one-to-onefunctionandanotheroneallowing w ¡ to besuch



that w ¡ �
�+� � w ¡ �
��� when �¨§� � . Thefunctions w]- of the solution
are givenin Table5 while thegrouplevel re-identificationfunctions
are givenin Table3. In this latter table, b � correspondto thefunc-
tion with w ¡ beinga one-to-onefunctionwhile b � correspondsto the
othercase.

Oncethemethodhasbeenapplied,wehavecompared its perfor-
mancewith respectto correct re-identifications.To do so,we have
computedthenumberof objectsthat belongto theclasspointedout
by there-identificationfunction( b � and b � , respectively).Thishas
beennormalizedby thenumberof elementsso that thefunctionhas
a maximumvalueof 1. Thisis:

© $]_ S- © _ S- /~s [`aX - Y ) © � © _ S ©
where b is the re-identificationfunction.It canbeobservedthat

in bothcases,20 out of 35 objectshavebeencorrectly re-identified.
Thus,57% of the objectshavebeencorrectly re-identified.In both
casethesimilarity functionSbetweenthetwopartitionsis 137.Cor-
rectlyre-identifiedobjectsare not thesamefor bothcases.

Table 4. Partitions �a�OZ G BDC�� andthecorrespondingpartitionsBDC - � R [i � . Meaningsof �	� , U(U , � , � and � asin Table3. In this table U � V �
standfor U � V [ V � .

aa,m aa,d aa,t cc,m cc,d cc,t� � [� U � G � U(ª G,« U(¬ G � U «vG ¬ U(­ G ­ U(® G ¬ª � [� U � G6« U(ª G ª U(¬ Gm« U «vGm« U(­ G ­ U(® G ­¬ � [� � [¢ U � G ª U(ª G ª U(¬ G ¬ U «vG � U(­ G ª U(® G ª« � [¡ � [¤ U � G � U(ª G ª U(¬ G � U «vG ª U(­ G ª U(® G �­ � [¥ U � G � U(ª G ª U(¬ G � U «vG ª U(­ G � U(® G �® � [£ � [ �6¦ U � G ª U(ª G ª U(¬ G ¬ U «vG � U(­ G � U(® G ª¯ � [  � [ ��� U � G � U(ª G ª U(¬ G � U «vG ª U(­ G ­ U(® G �° � [� � U � G ª U(ª G ª U(¬ G ¬ U «vG � U(­ G ¯ U(® G ª± � [�   U � G � U(ª G ª U(¬ G � U «vG ª U(­ G ¬ U(® G ���² � [�6� U � G ª U(ª G � U(¬ G ¬ U «vG � U(­ G ¬ U(® G ª��� � [� ¢ U � G ª U(ª G � U(¬ G ¬ U «vG � U(­ G � U(® G ª� ª � [� ¦ U � G ¬ U(ª G � U(¬ G ¬ U «vG � U(­ G ¬ U(® G ª� ¬ � [�6£ � [��� U � G ¬ U(ª G � U(¬ G ¬ U «vG � U(­ G ª U(® G ª� « � [� ¡ � [ �6¥� [�   U � G � U(ª G � U(¬ G � U «vG ª U(­ G ¬ U(® G �� ­ � [� � U � G ¬ U(ª G � U(¬ G ¬ U «vG � U(­ G6« U(® G ª� ® � [� ¢ U � G ¬ U(ª G � U(¬ G ¬ U «vG � U(­ G ® U(® G ª� ¯ � [� ¤ U � G � U(ª G � U(¬ G � U «vG ª U(­ G ® U(® G ���° � [� £ U � G ¬ U(ª G � U(¬ G ¬ U «vG � U(­ G � U(® G ª��± � [� ¤ � [� ¥ U � G � U(ª G � U(¬ G � U «vG ª U(­ G � U(® G �ª ² � [� ¡ � [  � U � G � U(ª G � U(¬ G � U «vG ª U(­ G6« U(® G �ª � � [� � � [ �  U � G � U(ª G � U(¬ G � U «vG ª U(­ G ª U(® G �ª�ª � [  ¦ � [  �� [  � U � G ¬ U(ª G ¬ U(¬ G ¬ U «vG � U(­ G ª U(® G ª
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Table 5. Functions³ - to maximizethesimilarity betweenpartitionsin
Tables3 and4. In this table ³ - � U | � standsfor ³ - � U | V S � and U(� V � standsforU � V [ V � .
³ � � U � � ³ � � U � � ³   � U(  � ³ � � U � � ³ ¡ � U�¡ � ³ 5¡ � U�¡ � ³ ¢ � U(¢ �U ��V � U � V � U�  V � U �=V   U�¡ V ¢ U�¡ V � U(¢ V �U ��V � U � V � U�  V   U �=V � U�¡ V � U�¡ V � U(¢ V �U ��V   U � V   U   V � U �=V � U ¡ V ¡ U ¡ V ¡ U ¢ V  U ��V � U � V � U   V � U �=V � U ¡ V � U ¡ V � U ¢ V �U ¡ V   U ¡ V   U ¢ V ¡U ¡ V � U ¡ V �U�¡ V ¤ U�¡ V �

5 CONCLUSIONS AND FUTURE WORK

The resultsgiven in this work are a first attemptto deal with the
problemof re-identificationof individualswhennon-commonvari-
ablesare sharedin two information sources.The resultsobtained
show that it is feasibleto dealwith this problem,althoughmoreex-
tensive researchis neededin this direction.In particular, it is needed
to analyzewhich of the clusteringtechniquesaremoresuitablefor
re-identification.This needis alreadysuggestedby theexamplede-
scribedin Section4 wherea detailedanalysisof oneof thecluster-
ing methods(i.e. Centroidclusteringwith similarity basedon differ-
ences)show that thereis no correlationbetweenpartitionsfor files
� and ? . Besidesof that, further researchis neededto identify ap-
propriatealgorithmsfor grouplevel identificationandto increasethe
effectivenessof the system:to obtain andassurethe optimal for a
particularproblemandto computetheoptimalwith aslesspartitions
aspossible.

The approachintroducedhere has beenapplied to quantitative
data,however the sameapproachcanbe appliedto datafiles with
other typesof data(as ordinal - qualitative) whenclusteringtech-
niquesexiststhatdealswith thisdata.
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