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Abstract. Recordinkageis usedto establishrelationshipdetween
recordof two differentdatafiles. In thiswork, recordlinkageis stud-
iedfor filesthatcorrespondo the samesetof individualsbut thatdo

not sharea commonsetof variables.Underthis circumstanceclas-
sicaltechniquesannot be applied.We presentan approactto this

problembasedon clusteringtechniquesand knowledgeintegration
ones.In thisway, commonunderlyingstructuresn bothfiles canbe

detectechndre-identificationis possible This approachs basedon

somebasicassumptionghataremadeexplicit in this work.

1 INTRODUCTION

The maintaskof National StatisticalOffices (NSO)is to collectin-
formation from individuals and organizationsand disseminatehis
informationfor researchersnediaandgeneralpublic. The dissemi-
nationof theinformationis sometimegproblematicdueto disclosure
risk. Disclosurerisk is definedastherisk of re-identificationof par
ticular individuals. This is, somesensitve and confidentialdatathat
have beenreleasedreafterwardsidentifiedwith aparticularindivid-
ual and,thus, confidentialityis lost. To avoid re-identification data

is distortedbeforeits releaseln this way, disclosurerisk decreases.

However, datahasto maintain[1] the so-calledanalyticalvalidity,
thisis, dataafterbeingdistortedhasto reproducehe statisticalanal-
ysisthatcanbe producedwith the original confidentialdata.

Datadistortionis measuredvith informationlossmeasuredNote
thatalargedistortionimpliesthatanalyticalvalidity is lost, andthus
implicit informationin the initial datais alsolost. Moreover, when
datadistortionincreasesjisclosureisk decreasesso,asreportedn
[2] boththeinformationlossandthedisclosurerisk associatedb the
releasedlatashouldbe keptsmall.

Amongtheexisting re-identificatiormethodswe underlinerecord
linkage.Recordlinkage[3] is usedto link recordsin separatdiles
thatrelateto the sameindividual or householdThesemethodd4],
[1], [3] are basedon the presencenf a setof commonvariablesin
both files. The main difficulty that faceall thesemethodsis thata
matchingprocedureamongpairsof recordsis not alwaysenoughto
establistthelink betweertherecords As [1] pointsout, "the normal
situationin recordlinkageis thatidentifiersin pairsof recordsthat
aretruly matcheglisagreeoy smallor largeamountsandthatdiffer-
entcombination®f thenon-uniqueerrorfilled identifiersneedto be
usedin correctlymatchingdifferentpairsof records”.

Recordlinkage,asa methodfor re-identificationof individualsin
datafiles, is athreatfor NSO.It candisclosuresensibledatawhenre-
leasedrecordsarelinkedwith public information.However, besides
of beingathreat,it is alsoa solutionfor someof the problemsthat
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facecompaniesandorganizationsin particular organizationsoften
have non-homogeneoudistributed databasesFor example,infor-
mation on customersand suppliersis often distributed over several
departmentsgatais storedin differentplatforms;datais not stan-
dardizede.g.namesandaddressekave beenwritten,andsometimes
shortenedusingdifferentcornventions).Underthesecircumstances,
theresultof a querycanbeincorrect(or inconsistentvith previous
results)asdatabasesarenot completeandthey do not satisfyentity
integrity. In this environment,recordlinkagetechniquesreapplied
to palliatetheinconsisteng of databasesThey link recordsthatbe-
longto differentfiles (or databases)orrespondingo a singleentity.

Recentdevelopmentsn this areaaredescribedn [1], [3], [5], [6].
The latter work comparessomeof the existing methods.Usually
thesekind of systems(e.qg. Integrity [7]) use Statisticaland Artifi-
cial Intelligencemethodgo determinghe matchingbetweerrecords
andto extracta uniqueidentifier (or a setof variablesactingasan
identifier). Although most of the methodsconsiderthe casewhen
files sharea setof commonvariables pthersituationsareof interest.
In particular we areinterestedn the caseof noncommonvariables
(but still sharingindividuals).This is of relevancewhenconsidering
datafiles with similar information(e. g. economicakariables)from
consecutie time periods(e.g.two differentyears)concerningo al-
mostthe sameindividuals (e. g. the companief a certainregion).
In this casealthoughthevariablesarenotthe samere-identification
andrecordlinkageis possibleaswe shav in this work. Although,
at presentno mucheffort hasbeendevotedto this researctsubject,
it is a subjectof interestto both areasof statisticalofficesanddata
mining. The latter becauséhe methodscanbe appliedto bring into
light relationshipsbetweernindividualsthat otherwisewould remain
implicit in thefiles.

Re-identificationcanbe analyzedrom the perspectie of knowl-
edgeelicitation from groupsof expertsasin [8] or [9]. In thesetwo
works,a commonconceptuaktructureis built from theinformation
suppliedby the group of expertsandthis commonstructureshould
correspondo theonesobtainedfrom the experts.In our approactto
re-identification we assumehatthis commonstructurehasto exist
in orderto establishthe link betweenthe individualsin both files.
Besidesof this relationbetweenboth areasalsotheinitial informa-
tionin bothproblemss similar: recordscorrespondingo objectsand
evaluatedaccordingo a setof variables.

Following the terminologyin [9] for knowledgeelicitation from
groups four casesareof consideratioraccordingto the coincidence
or non-coincidencef variableg(distinctionsin [9] work) andtermi-
nology (the domainof the variables,i. e. the termsusedto evalu-
ate the individuals): Consensusgorrespondencesonflict and con-
trast. Classicalrecord linkage is placedin the caseof consensus
(equal variablesand terminology) or correspondencéequal vari-



ablesbut differentterminology)althoughthe latter is only allowed
for small differenceson terminology(small inconsistencieamong
namesmissingvaluesandthe like). However, basedon this classi-
ficationothertypesof recordlinkageareadvisable Correspondence
whenthedegreeof non-coincidencentheterminologyis notlimited
to smallvariationsof names(e. g. completelydifferentterms,due,
for example,to the useof differentgranularities) contrast(different
variablesanddifferentterminology)andconflict (differentvariables
but with equalterminology).

We studyherethe caseof contrast.Thisis, whenthereis no coin-
cidenceneitheron thevariablesnor ontheterminology However, to
do so,we assumehata commonunderlyingstructureexistsin both
files. Thisis a basicassumptiorin our approachReconsideringhe
casegiven abore (economicalvariablesof companiesn two differ-
entyears) this meanghat,for example whencompaniesresimilar
in relationto someeconomidndicesfor thefirst year thenthey are
alsosimilarin relationto the onesfor the secondyear

In this work, we review in Section2 someresultsneededn the
restof the paper In Section3 we presenthe basicassumptionsve
requirefor re-identificationanda methodfor re-identificationbased
on clusteringtechniquesSectiond shav theresultsof our approach
for anexample.Thepaperfinishes Sections, with someconclusions
andfuturework.

2 PRELIMIN ARIES

In this sectionwe review someof the theoreticalresultsthatbelong
to the areaof aggreationof equivalencerelations.Equivalencere-
lationsareof interesthereasa way to expressrelationshipbetween
objects(they areequialentto partition of objects).Moreover, clus-
teringtechniquegpermitsto obtainpartitionsfrom setsof objects.

Definition 1 A binaryrelation R ona setA is an equivalenceela-
tion if andonlyif, for all a, b, c in A thefollowing conditionshold:
(i) refleivity: R(a,a); (i) simmetry:R(a,b) implies R(b,a); (iii)
transitivity: R(a,b) and R(b, ¢) impliesR(a, c).

Definition 2 An aggregation functionC over equivalenceelations
on A is a functionthat givenn equivalenceelationsRy, ..., R,, de-
finesa new equivalencerelation on A. We denotethe aggregated
relationby: C(Ry, ..., R»).

Althoughit is usualto add somerestrictive conditions(e. g. una-
nimity: whenRy = Ry = ... = R, = RthenC(Ry,...,R,) = R)
to definewhat an aggreationfunctionis (see[10] for examplesin
theordinalcase)we donotfollow thisapproachere All conditions
areestablishedn the next Theorem.

Definition 3 Let Ry, ..., Ry, berelationson A, thenan aggregation
function C is a conjunctiveaggregation function if there exists a
nonemptysubsetV of {1, .., n} sud that

R(a,b) if andonlyif R;(a, b) for everyi € N

beingR = C(R1, ..., R,).

Definition 4 An aggregation functionis said to be consistentf it
satisfieghefollowing two conditions:

1. For all a,b € A andall n-tuples(Ru, ..., R,) and (R4, ..., R;,)
of equivalenceelationson A,
if R;(a,b) if andonlyif R;(a,b) fori=1,...,n,
thenR(a, b) if andonlyif R'(a,b)
beingR = C(R1, ..., Rn) andR' = C(R'1, ..., R'n)

2. Forall a,b € Aandall (Ry, ..., Ry),
if Ri(a,b) fori =1,...,nthenR(a,b), and
if notR;(a,b) fori =1,...,n thennot R(a, b).
being asbefoe, R = C(Ry, ..., R»).

Thefirst conditionin theabaove definitionis the so-calledndepen-
dencecondition.It meanghattheaggr@atedrelationvaluebetween
a andb doesonly dependon the relationsbetweenthesetwo ele-
mentsThisis equialentto saythattheaggreationcanbecomputed
over pairs.Thisis, thereexistsa function F' suchthat:

R(a:b) = F(Rl(a: b)a ) Rn(aab))

The secondconditionis unanimity over pairs. This is, whenall
equialencerelationsrelatea andb the aggregatedone also relate
them. On the otherhand,whenall equivalencerelationssaythata
andb arenotrelated the aggreatedrelationdoesnotrelatethem.

Theorem1 [11]. WhenA hasat leastthreeelementsthesetof con-
sistentaggregators equalsthe setof conjunctiveaggregation func-
tions.

This theoremimplies that selectinga subsetN of {1, ..., n} the
aggr@ationfunctionis determinedMoreover, as[11] reports,t says
thatall ¢ notin IV areirrelevantto the aggreyateclassificationwhile
everyi € N is essentiahndequallyweighted.

3 ONTHE RE-IDENTIFICA TION PROCESS

As told in the first Section,to allow for re-identificationwhen no
commonvariablesexist, somebasicassumption$iaze to be made.
We summarizéhemasfollows:

Hypothesis1l A large setof commonindividualsis shaed by both
files.

Hypothesis2 Data in both files contain, implicitly, similar struc-
tural information.

Structuralinformation (of datafiles) standsn our caseto ary or-
ganizatiornof the datathatallows usto make explicit therelationship
betweerindividuals.This structuralinformationis obtainedrom the
datafiles through manipulationof the datain the file (e.g. using
clusteringtechnique®r ary otherdataanalysisor datamining tech-
nigue).Thecomparisorof thestructuralinformationimplicit in both
filesis whatallows the systemto link two recordsthatcorrespondo
thesameindividual.

In our approachthestructuralinformationis assumedo berepre-
sentedy meanf partitions Partitionsobtainedrom databy means
of clusteringtechniquesnake implicit the relationbetweenindivid-
uals accordingto the variablesthat describethem. Commonparti-
tionsin bothfiles correspondo the commonstructuralinformation.
We usepartitionsinsteadof othermoresophisticatedtructureglike
dendrogramslsoobtainablefrom clustermethodsbecausehe for-
merarelesssensitve to changesn thedata.Thereforethey canled
to betterresults.Resultson consensusf classificationg12] support
thisapproach.

Hypothesis3 Structuml informationcan be expressecby meansof
partitions.



Althoughthemaininterestof ourresearclis to re-identifyindivid-
uals,theapproactdescribedbelaw is not directly focusedon there-
identificationof particularindividuals.Insteadwe try to re-identify
groupsof them.We consideratwo stagesapproachOn afirst stage,
groupsof individual arere-identifiedandafterthat,in asecondstage,
individualsareidentifiedwith a detailedanalysisof thedata.Dueto
this, we usethe terminologyof re-identificationat the group level
and at the individual level. This work is limited to group level re-
identification.

3.1

In thegrouplevel, generaktructuralinformationis identifiedin both
files by meanof clusteringtechniquesMoreover, asdifferentclus-
tering techniqueddentify different relationshipsbetweenthe indi-
viduals,severalonesareapplied(differentonesor the sameoneshut
changingparametersp bothfiles. In thisway, we obtainfor eachfile
andeachtechniquea partition of theindividuals.This initial process
is formalizedbelov consideringthat datafiles arenamedA and B,
andasusual files aredefinedby a setof recordsthatassignvaluesto
variables We assumehatthe file with known individualsis the file
B.

Identification at the group level

Table1l. Partitionsobtainedrom file A with clusteringtechniques
{CP =CPy,.., CPt}

FileA ChP CPy CP;
A A A
1 ‘11 €21 1
A Am A Am
To(a)  CGwa)  “p4) tn(4)

Table2. Partitionsobtainedfrom file B with clusteringtechniques
CP = {CPy,..,CP;}
FileB Cch CPs CP,
B P Bl P
- s = o
Tp(B)  “1p(B)  “2p(B) “t.p(B)

Let V4 = {Al, ceny An(A)} and Ve = {Al, ey An(B)} be the
setof variablesof datafiles A and B, respectrely. The numberof
variables(n(A4) andn(B)), and the variablesthemseles are not
neededo be the samein both files. Let 04 = {Of', ..., 0, 4)}
andOp = {07, ...,0% )} bethe objectsin both files. As with
thenumberof variableswe do notrequirethatthenumberof objects
(m(A) andm/(B)) arethe same Althoughaccordingto Hypothesis
1 alarge numberof individualsis sharedin bothfiles, it is neither
known which are the commonindividuals nor are they identified.
Therefore atthis point, differenthnamesapplyto them.

To eachfile we apply a seriesof clusteringprocessThis is, we
considera setof ¢ differentclusteringmethodgor the samecluster
ing methodwith different parametersand we apply eachof them
to eachfile. Each methodleadsto a partition of the domain (a
setof classes)Let CP = {CP,...,CP;} bethe setof cluster
ing techniquesconsideredlet C;, 4 = {Ci 4,1, ..., C;, 4 neqiy} @and
Ci.s = {Ci,B.1, ..., Ci B,nes) } bethe clustersobtainedwhenthe
clusteringtechniqueC'P; is appliedto files A and B, respectrely.
Here,C; 4,; andC; B,; correspondo the j-th clusterobtainedby
the clusteringtechniqueC P; whenappliedto datafiles A and B.
For the sale of simplicity, C;,4,; andC; g ; aresubsetf the ob-
jectsin thefile A andB. Thisis, C; 4,; C O andC; s,; C OB.

Note thatwe have assumedhatthe numberof clustersof a cluster
ing techniqueC P; is the samewhenappliedto bothdatafiles nc(i).
Thisis soto beableto identify the clusterscorrespondingo onefile
with the onesin the otherfile sharingthe sameobjects.Moreover,
for several clusteringalgorithms(e.g. Fuzzy c-meansandthe ones
usedin this work) the numberof clustersto be obtainedis one of
theparametersf the systemand,thus,thisis not arestrictionof the
methodsC P;(O) denoteghe clusterto which objectO belongs(as
the objectbelongsto a singlefile, it is completelydeterminedthe
domainof CP;(0)).

Onceall partitionshave beenobtainedfor eachC P;, we build the
structuralinformation for eachfile. This informationis a partition
(accordingto hypothesis3) andit shouldsynthesizehe commonin-
formationextractedby all C' P;. Dueto this,we combineall partitions
C;i,a andC; g by meansof an aggreationfunction. In particular
andaccordingto Theoreml in Sectionl (that statesthat the only
consistentaggreation functionsare conjunctve ones),we usethe
conjunctionof all partitions.Thus,thestructurainformationof afile
is definedastheintersectiorof all partitionsobtainedby thecluster
ing methodsn C'P. LetII(A, CP) andII(B, CP) bethestructural
informationof files A andB. They aredefinedasfollows:

(A, CP) = {N;,;Ci,a,5}

I(B,CP) = {ni;Cis;}

We will denotethe elementsn II(A, CP) andII(B, CP) asfol-
lows:

M(A,CP) = {n{, .., w50}, T(B,CP) = {n{, ..., p)}.

Fromthe above definitionthe next propositionfollows:

Proposition1 If II(A,CP) = {r{, ..., 7} 4} andII(B,CP) =
{r?, ..., w5 s} asdefinecabove, thenthey are partitionsof O and
OsB.

Proposition2 Thefollowing two conditionsholdfor II( A, C P): (i)
all objectsin the samepartition elementr are clusteedtogetherin
all partitions C;, 4; (ii) two individualsin two different clustes ;
and 7; are, at leastfor a clusteringmethod,clusteed in different
partitions. Thesameappliesfor II(B, CP).

For eachr{* andn?, we denoteby CP;(w;') = ¢f; theclassto
which all the objectsin 7rjA belong.Tables1 and2 put togetherall
this notation.Due to the definition of II, all objectsin 7rf belongto
the sameclassedor all the methods.The sameconditionsapply to
thedatafile B. Thisis,

forallos € mf* andforalli € {1, ...,t}, CPi(04) = CPs(m})

forallog € w; andforalli € {1, ...,t},CP;(o) = CP;(n})

To put both files into correspondencaye needto associatefor
eachclusterin onedatafile a clusterin the otherone.However, as
associatiomasto bemadeclusterto cluster amappingfor eachclus-
tering techniqueis neededTherefore we considerfor eachC; 4 a
function f; thatassignsa clusterin C; g to eachof the clustersin
Cia le,fi: Cia — Cipforalli € {1,...,t}. Thesefunc-
tions have to be definedso that when appliedto Table 1 returna
table that is as similar as possibleto Table 2. We define similar-
ity betweentableson the row basis:a row in the first table (e.qg.
the one of the #{*) should be similar to one of the rows in the
secondtable. This is, it shouldexist a 7 in TI(B, C'P) similar
to f(n') = (fi(ct), ..., fe(cty)) for all 4. Other definitions of



similarity could apply; however, asthe goal is to re-identify clus-
tersand,in particular elementsn II(A, C P) with otherelementsn
II(B, CP) from our point of view 7 € II seemto bethebasicunits.

Basedon this assumptionwe have usedthe following similarity
functionS : [C;.p x ... x C;.8]> = R.

S(X = (1131, Z2,..., .’Kt), Y = (y17 Y2, -y yi)) = Edl(xly yl)v

whered;(z;,y;) = 1if x; = y;, and0 otherwise.

To finishtheformalizationof there-identificatiorprocessve need
the group level re-identificationfunction (i. e., the onethat relates
thei-th partitionof II( A, C' P) with thek-th partitionof II( B, C P)).
We call this function m andtakestheform: m : {1,...,p(A)} —
{1,...,p(B)}.

Puttingall this togetherthe grouplevel re-identificationproblem
canbeformulatedin thefollowing way:

The group level re-identification problem: Find functions f =
(f1,.., f) andm suchthat the Si—1 ;S(f(n{'), 75 ;) is maxi-
mized.

In relationto this formulation,the following remarksareof inter
est:

1. Theassumptionhatthefile with known recordss B is presenbn
there-identificationfunctionm thatis from clustersin A into the
onesin B andonthesimilarity functionthatis computeccompar
ing partitionsin B.

2. Restrictionsover f; can apply In particular we can consider
that:(£;(Cs,4,1), .-, fi(Ci, a,nc(s))) IS @apermutatiorof thevector
(Ci,B,la ey Ci,B,nc(i))'

3. p(A) canbedifferentto p(B). Therefore;m is not alwaysaone-
to-onefunction.

4. When the numberof clusteringmethodsincreaseglarger sets
CP), the numberof elementsin II(4,CP) and II(B, CP)
tend to be the numberof elementsin the files. Therefore,re-
identificationtendto beattheindividual level.

5. The formulationof the problemallows the userto consideralso
commonvariables specially with differentterminology(i.e., cor-
respondence).

4 RESULTS

In the following we shaw the feasibility of the approachanalyzing
a smallartificial problem.The example,that usespublicly available
data,detailsall the stepsdescribedn the previous section.

Example 1 To testthe methodolgy with a well-knownand public
datafile, we haveconsideed the ionosphee data basein the UCL
repository[13]. Thisexampleconsistof a setof 351 examplegpos-
itive and negative examples)ead definedin termsof 34 numerical
variables.

To usethis data for re-identification two alternativeswere pos-
sible: re-identificationof the examplesand re-identificationof the
variables.In the first alternative the original file would be split so
thatall exampleswere presentin bothfiles, but only half of the vari-
ableswould be presentin ead file. In the secondalternative the
original file wouldbe split sothatall variableswere presentn both
files but, instead,only half of the examplesWe havefollowed the
latter appioach becausat is not sute that half of the variableshave
enoughinformationabouttheexamplego allow for re-identification.
Instead two randomlychosensubset®f about175examplesshould
giveenoughinformationaboutthe structue of thevariables.In fact,
subset®f theseexamplesare usuallyusedin madinelearning[14].
They assumehat subsetdavestill enoughinformationon the vari-

ables.In otherwords, this appmoadc wasusedbecauseve assumed
more redundancyn theexampleshanin thevariables.

To applythe methoddescribedabove, we haveconsideed an ini-
tial normalizationstep.It consistedbn the normalizationof the do-
main of the variablesand it was applied befoe the file was parti-
tioned (usualnormalizationin the [0, 1] interval wasapplied: z' =
(z —min)/(maz — min)). Then thesetof examplesvasrandomly
dividedinto two sets.One setresultedwith 170 and the other with
181examples.

Table3. PartitionsII(A, CP), two grouplevel identificationm; andma,
andthe correspondingartitionsC P; (= #). In thelastsix columns,aa and
cc correspondo the classificatiorcriteriaandstandfor Arithmetic average
andCentroidclustering;m, d andt referto similarity functionsbased,
respectiely, on Manhattardistance DifferencesandTaxonomicdistanceln
thistablec,,s standfor ¢, 4, s.

m1 me aam aad aat ccm ccd cct
o 1 1 €1,4 €24 €31 C41 €53 €63
o 2 2
S €1,1 €22 €34 C4a4 C53 CB5
o4 3 3 c
4 1,2 €22 €3, C42 C56 €62
o 4 4 €1,4 €22 €31 €43 C56 Cp1l
Ofog 6 6 €1,2 €22 €32 C42 C54 C62
0304 5 5 €14 €22 €31 €43 C54 Cg1
01y 10 10 c12 €21 €32 €42 €53 €62
Og:Ofl 7 7 €1,4 €22 €31 €43 €53 Gl
0,144 10 10 c1,2 €21 €32 C42 C55 €62
0,145 M 14 14  c14 €21 €31 €43 C55 €61
0,01 11 11 c12 €21 €32 C42 C54 C62
O1y 16 13 €1,3 €2,1 €32 €42 C51 C2
O‘ﬁa 17 21 €14 €2,1 €3,1 €43 €51 €61
O3 15 13  c1,3 c21 €32 c42 €52 C6,2
0511 21 21 c1,4 €21 €31 c43 €53 C6,1

O%Oé‘f1 18 18 c1,3 €21 €32 Ca2 Csa  C62
20 21 c1,4 €21 €3,1 €43 C52  C6,1

5

07501y

04504 19 17  c14 c21 €31 €43 C54  C61
0%y 22 22 c1,3 €23 €32 €42 C56 €62
04,04 19 19 c14 c23 €31 €43 C54 C61
03603

03‘,:2 22 22 c1,3 €23 €32 C42 C54 C62
O34 21 21 ¢4 €23 €31 €43 056 €61
0%, 22 22 c1,3 €23 €32 C42 Cs7  C62
o4 23 23  c1,4 €23 €33 €41 Cs4  Ce4

The next stepwas to obtain the partitions as in Tables1 and
2. To do so, six classification techniqueswere applied to both
files. Each techniqueled to a dendogram, and for ead dendo-
gram a partition was obtained. Dendiograms were obtained us-
ing SAHN[15] methodgi.e., sequentialagglomeative, hierarchic,
non-orerlappingmethods)Differentselectiorof similarity functions
(functionsto computesimilarities betweenobjects/classesand of
classificationcriteria (how to compute from already known simi-
larities, the similarity betweera new classandthe previousexisting
ones)were applied. Three similarity functionswere used(basedon
Manhattandistance Differencesand Taxonomiadistance)combined
with two classificatiorcriteria (Arithmeticavelage, centoid cluster
ing). The definition of thesefunctionsand their propertiesare de-
tailedin [15]. Oncethe partitionswere build for the six methodsthe
partitionsII(A, CP) andII(B, CP) were built. Thesdatter parti-
tions together with the partitions obtainedby the six classification
methodsare givenin Tables3 and4.

With all this information,we havesolvedthe maximizationprob-
lem formalizedabove Two solutionsare given. Onerestricting f;
to be a one-to-ondunctionand anotheroneallowing fs to be suc



that fs(z) = fs(y) whenz # y. Thefunctionsf; of the solution
are givenin Table 5 while the group level re-identificationfunctions
are givenin Table 3. In this latter table, m; correspondo the func-
tion with f5 beinga one-to-ondunctionwhile my correspondso the
othercase
Oncethe methodhasbeenapplied,we havecompaed its perfor

mancewith respectto correct re-identificationsTo do so, we have
computedhe numberof objectsthat belongto the classpointedout
by there-identificatiorfunction(m: andms, respectively)Thishas
beennormalizedby the numberof elementsothat the functionhas
a maximunvalueof 1. Thisis:

{010 € Ty }|/10a4]

whee m is the re-identificationfunction. It canbe observedhat
in both cases20 out of 35 objectshavebeencorrectly re-identified.
Thus,57% of the objectshavebeencorrectly re-identified.In both
casethessimilarity functionSbetweenthetwo partitionsis 137.Cor-
rectlyre-identifiedobjectsare not the samefor bothcases.

Table4. PartitionsII(B, C P) andthe correspondingartitions
CPi(rf). Meaningsof aa, cc, m, d andt asin Table3. In thistablec, s

standfor ¢, B .
aa,m aa,d aa,t

cc,m  cc,d cct

1 OB cl,1 2,4 ¢3,1 4,3 ¢5,5 6,3
2 o2 cl,4 2,2 ¢3,4 c4,4 5,5 6,5
3 ofo?f; cl,2 2,2 ¢3,3 c4,1 5,2 6,2
4 OBO7 cl,1 ¢2,2 3,1 4,2 5,2 6,1
5 O% cl,1 ¢2,2 3,1 4,2 5,1 6,1
6 O%Of3 cl,2 ¢2,2 3,3 4,1 5,1 6,2
7 O%O11 cl,1 ¢2,2 3,1 4,2 5,5 6,1
8 Og cl,2 ¢2,2 ¢3,3 4,1 5,7 6,2
9 O53 cl,1 ¢2,2 3,1 4,2 5,3 6,1
10 0%4 cl,2 ¢2,1 3,3 4,1 5,3 6,2
11 0%6 cl,2 ¢2,1 3,3 4,1 5,1 6,2
12 0%) cl,3 ¢2,1 ¢3,3 4,1 5,3 6,2
13 ObSO% cl,3 ¢2,1 3,3 4,1 5,2 6,2
14 02‘5019

O%3 cl,1 2,1 3,1 4,2 5,3 6,1
15 O% cl,3 ¢2,1 3,3 4,1 5,4 6,2
16 0? cl,3 ¢2,1 ¢3,3 4,1 5,6 6,2
17 0237 cl,1 ¢2,1 3,1 4,2 5,6 c6,1
18 0238 cl,3 ¢2,1 3,3 4,1 5,1 6,2
19 01370229 cl,1 ¢2,1 3,1 4,2 5,1 ¢6,1
20 02}530%1 cl,1 ¢2,1 3,1 4,2 5,4 c6,1
21 0210%3 cl,1  ¢2,1 3,1 4,2 5,2 c¢6,1
22 0%032

0%1 cl,3 ¢2,3 ¢3,3 4,1 5,2 6,2
23 Ogzy cl,1 ¢2,3 ¢3,2 4,3 5,2 6,

Table5. Functionsf; to maximizethe similarity betweerpartitionsin
Tables3 and4. In thistable f;(c) standsor f;(ck, 4) andc,,s standgor

Cr,B,s-

Jiler)  fale2)  fsles)  falea)  fsles)  files)  fe(ce)
c1,4 €21 3,1 €43 5,6 c5,2 6,1
c1,2 €2,2 €3,3 c41 C5,4 c5,2 C6,2
€1,3 C€2,3 C3,2 C4,2 C5,5 C5,5 6,3
c1,1 c2,4 €3,4 c4,4 c5,1 c5,1 c6,4

C5,3 C5,3 C6,5
c5,2 5,2
cs,7 cs5,2

5 CONCLUSIONS AND FUTURE WORK

The resultsgiven in this work are a first attemptto deal with the
problemof re-identificationof individualswhennon-commorvari-
ablesare sharedin two information sources.The resultsobtained
shaw thatit is feasibleto dealwith this problem,althoughmore ex-
tensve researchis neededn this direction.In particular it is needed
to analyzewhich of the clusteringtechniquesare more suitablefor
re-identification.This needis alreadysuggestedby the examplede-
scribedin Section4 wherea detailedanalysisof oneof the cluster
ing methodg(i.e. Centroidclusteringwith similarity basedon differ-
ences)hawv thatthereis no correlationbetweenpartitionsfor files
A and B. Besidesof that, furtherresearchs neededo identify ap-
propriatealgorithmsfor grouplevel identificationandto increasehe
effectivenessof the system:to obtain and assurethe optimal for a
particularproblemandto computethe optimalwith aslesspartitions
aspossible.

The approachintroducedhere has beenapplied to quantitatve
data,howvever the sameapproachcan be appliedto datafiles with
othertypesof data(as ordinal - qualitatve) when clusteringtech-
niguesexiststhatdealswith this data.
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